
Job Aid to access Linux/Solaris servers via PAM 
Summary 
 This job aid will provide the instructions to the SA teams on how to access PAM as well as how 

to SSH to the Linux servers via PAM using the PAM managed ‘root’ account. 

 

Steps to be performed 

➢ Request PAM role from IMAGE 
 
Login into IMAGE https://sso.secure.fedex.com/image  

Navigate to Home  Manage User Access* 

 

*If Manage User Access is not available on your Home screen, please click Edit in the upper right corner of the screen and then 

click Add Card to add it.  

 

On the Manage User Access page: 

Click on Select Users tab   enter your FedEx ID and click Search  select your Fedex ID in the search 

results as shown below. 

 

https://sso.secure.fedex.com/image


 

 

Click on Select Access tab  search for the entitlement/role – ito_sa_implementation 

Select the role in the search results.  

 



Click on Review and Submit tab  Review the role information, enter a Comment/Reason for requesting 

the role, and Click on Submit as shown below. 

 

 

*After manager approvals, your PAM access ready and provisioned.  

 

➢ How to client Install & Logging into PAM 
1. Open a browser and enter https://esso.secure.fedex.com/infosec/pam/pamclients.phtml  

2. Select the client based on your operating system  

3. Once the .exe has download, open it and begin installation 

a. Select Next then read/accept the License Agreement 

b. Select Typical installation 

c. Choose your desired folder and select install 

d. Choose between rebooting now or later 

e. Launch the CA PAM Client 

4. For address: Provided by GRUNT search (i.e pam.prod.fedex.com) 

Connection Mode: Web and click “Connect” 
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5. If an upgrade is found, select Upgrade 

 

6. Once the upgrade is complete, enter your CORP Username and Password 

a. Make sure Authentication Type is set to RADIUS 

 
 

 

 

7. On your phone, log into Entrust and locate/enter code into CA token box 

 
 

 

Login to pam.prod.fedex.com 



➢ Retrieving root password based on GRUNT information 
1. Login into GRUNT, go “Retrieve Root Password” menu: 

 
2. Search for the server to retrieve root password: 

 
3. GRUNT provides two things: 

• CAPAM client address to connect. In this example, we need to connect to  “pamtest”. 

 
 

 



• After logging into PAM client, search for “Device Name” filter provided by GRUNT 

 
 

4. To access ‘ROOT’ password: 

• Select a server you want to access and click on “SELECT” link under the Target Application 

icon.  

 

 
• Complete the details for password access in the “Reference code” section. And PAM will 

show the password of the server.  

 

 

                    



 

5. Log out of PAM 

 

 

 


