Job Aid to access Linux/Solaris servers via PAM

Summary
This job aid will provide the instructions to the SA teams on how to access PAM as well as how
to SSH to the Linux servers via PAM using the PAM managed ‘root’ account.

Steps to be performed
» Request PAM role from IMAGE

Login into IMAGE https://sso.secure.fedex.com/image

Navigate to Home - Manage User Access*

SIMAGE

Home My Work - Identities - Applications - Intelligence - Setup ~

#A Home # Edit

Access Reviews >

Change My Password » Manage User Access » Change Other's Pass... »

Latest Approvals Latest Violation Work Items Both +

*If Manage User Access is not available on your Home screen, please click Edit in the upper right corner of the screen and then
click Add Card to add it.

On the Manage User Access page:

Click on Select Users tab = enter your FedEx ID and click Search = select your Fedex ID in the search
results as shown below.


https://sso.secure.fedex.com/image

BIMAGE FedEx

Home £~ A Laxmi Swetha Po... ~

Manage User Access

Select Users Select Access

5000359 = n
“ Laxmi Swetha Potana

Username: 5000359
Manager: Trey Ray

&

Click on Select Access tab = search for the entitlement/role —ito_sa_implementation

Select the role in the search results.

BIMAGE

Home My Work -

Manage User Access

Select Users Select Access

Add Access o

= ito_sa_implementation

° ito_sa_implementation

Risk: [

Type: Role Owner: Scott D. Burion



Click on Review and Submit tab = Review the role information, enter a Comment/Reason for requesting
the role, and Click on Submit as shown below.

BIMAGE FedEx.

=  Home  MyWork ~ A Sidhar Ganapath. . ~

Manage User Access

Select Users Select Access Review & Submil @)
& Laxmi Swetha Potana

Add Access @ S

x  ito_sa_implementation 2 @ Defis

Type: Role Owner: ScottD. Burton

Risk: [}

*After manager approvals, your PAM access ready and provisioned.

» How to client Install & Logging into PAM
1. Open a browser and enter https://esso.secure.fedex.com/infosec/pam/pamclients.phtml
2. Select the client based on your operating system
3. Once the .exe has download, open it and begin installation
a. Select Next then read/accept the License Agreement
b. Select Typical installation
c. Choose your desired folder and select install
d. Choose between rebooting now or later
e. Launch the CA PAM Client
4. For address: Provided by GRUNT search (i.e pam.prod.fedex.com)
Connection Mode: Web and click “Connect”



https://esso.secure.fedex.com/infosec/pam/pamclients.phtml

8 CA Privileged Access Manager ‘- u

* QO

CA Privileged Access Manager

techmclogies

Address: pam.prod. fedex. com - |

Connect Mode: WEB b

5. If an upgrade is found, select Upgrade

6. Once the upgrade is complete, enter your CORP Username and Password
Make sure Authentication Type is set to RADIUS

a.

A CA Privileged Access Mana l.w - - u

CA Privileded Access Manager

techmclogies

Login to pam.prod.fedex.com

Usermame: l |

Password:

Authentication Type: RADIUS -

7. Onyour phone, log into Entrust and locate/enter code into CA token box

E

nter a response from your token with serial number

Submit




» Retrieving root password based on GRUNT information
1. Login into GRUNT, go “Retrieve Root Password” menu:

M My Setting \ Account Mgmt ovo

Account Tools

Retrieve Root Password

Logout of GRUNT »

Server S

1 Retrieve a Root Passy
Mkacct Deproys— T
Search Unix Accounts

GRU" Search Unix UIDs

Search Unix Groups
itralized tool for providing documentation i co - h Unix
to perform research/query’s, and possibly updates with the in
viewed through the various available web pages, and by rest« YCL
updated within a 24 hour time frame at the very latest. LDAP Passy

GRUNT is Grunt takes information from other tools
n is stored in a database, which can be
- bn. Information from outside sourc

ashes

2

is

Mkacct Hash Generator
runt interacts with the following tools: Mkacct Home Page

mkacct pdsm/cmdb ovo
tesla tanium darth
nice seal

The tools listed above either email or use rest calls to submit their data to Grunt, which then is tracked in database
and used for determining what actions to take to perform basic SA functions. If you have any questio
please open a PDSM ticket to the SA support queue for assistance

2. Search for the server to retrieve root password:

Enter Server: irh00229 ute fedex.com GO

"root” Account is Managed By CAPAM Appliance.

When Logging intc CA PANM Chent After logged into CA PAM Client
CA PANM Appliance Address: pamtest.ute.fedex.com Device Mame Search: oss-acctmast.ute.fedex.com

If you do not have the Client Ul yet to access the password through CAPAM, refer to the CAPAM Instructions:

https_//grunt.sac fedex.com/doc/PamJobfud. pdf

for the documentation on how to Install and use CAPAM chent.

If you are in immediate need of the password for an cutage, and have issues with the chent(including having your
CAPAM Ul account locked), please email:

pam-cncall-beeper@@corp.ds. fedex. com

to contact infosec 24/7 support for immediate assistance.

For CAPAM troubleshooting, refer log file to gather more information:

Mvarifedex/mkacct/log/capam . log

3. GRUNT provides two things:
e CAPAM client address to connect. In this example, we need to connect to “pamtest”.

Ga CA Privileged Access Manager

techncingies

Address: pamtest.ute. fedex.com

Connect Mode: WEB



After logging into PAM client, search for “Device Name” filter provided by GRUNT
n CA Privileged Access Manager

technologies

Access
Column: | Device Name R " G 55 -acocimast ute fedex o FILTER
Device Name Address Operatin Access Methods Web Por

oss-acctmastute f irhD0229. ute fede Linux
edex.com H.Com

To access ‘ROOT’ password:

e Select a server you want to access and click on “SELECT” link under the Target Application

Icon.
A
Access €
Column: ' Device Name v Value: | oss-accimast ute fedexcec| | Futen |[ meser |[aorwmer |[ mvviews v
| ResTaRT session |
Device Name ,  Address Operatin Access Methods Web Portal RDP Applications Services Target Applications

oss-accimastutef ih00229 utefede  Linux

o eom -

mkacct_oss-acctmast.ute fedex.com
root

e Complete the details for password access in the “Reference code” section. And PAM will

show the password of the server.

Show Password

Reason Production support
Reason Description:

Reference Code:

Timezone: UTC CANCEL




Show Password

Account Name:  root

Password: paERTo50

5. Logout of PAM



